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MacwTabb! ywepba

31%
PR-ckanganoss 2019r.
BO3HUK/N B Pe3yNbTaTe yTeukn
DaHHbIX*

Knbep6be3onacHocTb — BCe eLye He NpUOpUTETHas 3agava?

*INo paHHbIM OTYeTa.

o 108 Tbic. ponn. CLLA

COCTaBngeT cpepHuii GrHaHCOoBLINA yLep6 npn
yTeuke gaHHbix B cermeHTe SMB (rno6anbHblie
rnokasaTenun)*

Oo
o 1,41 mnH ponn. CLLA

cocTaBnseT cpepHuii GrHaHCOoBbINA yLwep6 npn
yTeuke faHHbIX B CerMeHTe KpynHoro 6rusHeca
(rno6anbHble nokasatenn)*

50%

MHUMAeHToB 6e30MacHoOCTU
BO3HVKAN N3-3a HEFPaMOTHOro
ncnonb3oBaHus I T-pecypcos
1 NOCNeayoLwero 3apaXeHns
BpefoHocHbim MO*


https://go.kaspersky.com/rs/802-IJN-240/images/GL_Kaspersky_Report-IT-Security-Economics_report_2019.pdf
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HeBo3amMoOXXHOCTb BankaHunsauusa MoTpebHoCTb B Kn6epnpecTtynneHn
npeayraaatb KaXkabi VMHTEPHETa N MHOI OUNCNEHHbIX 3ALLUTHBIX e KaK ycnyra
BEKTOP aTaku Heo6xoaMMoCTb TEXHONOTUAX
cobniopatb
HOpPMAaTMBbI ,?
MoBbiweHne TpeboBaHWA K Bbi6op pelueHus B lNMoBTOpEHMe opHNX U TEX XXe
IT-cneunanuctam pamkax orpaHU4eHHOro owmnbok

éopxeTa

Jiobaa komnaHns MOXXeT NoaBepPrHyTbea atake. CnpocuTte y Tex, KTo yxe
CTONKHYNCSH C 9TUM...



MeTopapb! 3aWnTbl OT aTak

[locTtaBka
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BropxeHue

3apaxeHue

[locTumxeHmne uenen
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BrokupoBaHue gocTyna K yCTpOMCTBY

MpepoTBpalLleHne BbINONHEHUS
BpegoHocHoro N0

KOHTpOrmb BbINOSIHEHUS

ABTOMAaTUYECKOE
pearnpoBaHue



TexHonornga aganTUBHON 3aLLNTbI

Mporpamma Bug Bounty

Ton-3

NMPOrHO3MPOBAHWE

Cepsuchl, o6yyeHne

AHAJINS SALLINLLIEHHOCTN

oppeKTNpoBKa

NB-cTpaterun

OBHAPY>XEHME N PEATUPOBAHUE
HA PABOUYNX MECTAX (EDR)
W

PEATMPOBAHUE

KoppekTupoeka s BreapeHue
NB-cTpaTerun

PacwmpeHHas
TexHu4yecKas

MPEOOTBPALLEHWNE

= 3aWwnTbl

Cepsuchl, o6yyeHune

SALLNTA PABOYNXMECT

MOHVITOPVIHF 3aWnThbl

OBHAPY>XEHVE N PEATPOBAHUE
HA PABOYNX MECTAX (EDR
AT //

OBHAPY>XEHWE

noanepxKa

Nunumatuea rnobanbHomn
NpPo3payuHOCTN

Ceptudukauua Common

O dekTuBHOCTL6,0/6,0
Criteria
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ApanTnBHa4g 3awmTa

MBKAY KOHCOIJ1b OAOHA JINLIEH3UN4 -
1 HECKOJSIbKO MPUSIOXEHNI
Kaspersky Kaspersky® Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
Security pna Security gna Endpoint Systems Endpoint Endpoint Security
Windows MOOGMbHbIX Security pna Management Security pna Security ana Mac Center
Servers YCTPOWCTB Linux Windows

W MHOIOE OPYTOE...

FrOTOBOE PELLEHUE

ANnda CMELLAHHbIX CPELL



HoBsble BoamoxxkHocTn Kaspersky Endpoint Security B 2020 r.

Onga Linux

— AsBTOomaTusupoBaHHbie TexHonorum EDR
C MoAyneM NnoBeAeHYecKoro aHanmsa

— 3awumTa OT CeTeBbIX Yrpo3
— 3awuTta ot Beb-yrpos
— 3awwmTa oT dUMHra
— KoHTponb ycTpoincTs
Iona Windows
— YpaneHHas ouncTtka komnbioTepoB Windows
— REST-like API

Ona Mac
— Beb6-KoHTponb




HoBsble BoamoxxHocTu Kaspersky Endpoint Security B 2020 r.

Sawmram
aBTOMaTU3MpPOBaH
Hble TEXHON0rNMN
EDR

Y cuneHue 3awmThl

Moaenb
«Hyneeoro
AOBepus»

Mpo3pavHocTb M
ynpaensemocTb

3awuTta
nepumeTpa

O6HapyxeHune, paccneaosaHue n
pearvpoBaHmne

ABTomMaTUuecKas necoUHmua

MoBeneHuYeckunin aHanms ana Linux

3BawwmTa oT ceTeBbIX 1 Beb-yrpo3 ans Linux

KoHTponb ycTpoiicTs ang Linux

Y naneHHas ouncTka komnbloTepos Windows

PacluupeHHble Be6-KoHcoMb U
MMC-KkoHconb AN noKanbHOro
ynpasneHus

YnyuweHHble cueHapum ans MSP

SaaS-KoHcosb ANg ynpaeneHus
BesonacHocTbIO

[lBycTOpOHHSSI HTErpauus ¢
Kaspersky Anti Targeted Attack
(ScanAPl n

MoHuTopuHr
3awwmndpoBaHHoro
Tpaduka

Endpoint Detection and Response Optimum




Hawwun TexHonornu sawuTtbl paboumnx mecT 1 gaHHble u3 6a3bl 3HaHui MITRE ATT&CK

MNepep aTa

3awmTtam
ABTOMAaTU3UPOBAHH
ble TexHonornn EDR

O

ABTOMaTUYECKas
necoyHuLa

3awuTa oT BpefoHOCHOIO
no

ABTOMaTU3NPOBAHHbIE
TexHonormm EDR

AHanus yrpos

Mposepka SSL/TLS

YcuneHue 3awmrhbl

MpepoTBpalieHme
BbINO/NHEHWA BPEAOHOCHOTO

MO u 3arpy3ku 6ubamotek

OrpaHuyeHve npas goctyna

K peecTtpy

OrpaHquHme Be6-KOHTeHTa

1 YCTaHOBKM 060py0BaHMA

MporpaMmHbIli ceTeBow

3KpaH

Mopaenb «<Hynesoro
Aosepua>»

L

a

WndposaHue
KOHdMAEHUMANbHOM

MHPOPMaLUn

MpoBepKa Ha yA3BUMOCTU U

obHoBNEeHME NMporpamm

KoHTponb goctyna K

nepemeHHbIM cpebl

WHTerpauus c o6nakom n
3aLUmMTa BUPTYanbHbIX

paboumx Harpy3ok

Mpo3payHoCcTb U
ynpasneHue

@@

AyaunTbl

OTK/OYeHWE U yaaneHne
nporpamm uam

obopyaoBaHua

KoHourypuposaHue

onepaunoH HOW cucTemMbl

MHTerpauma ¢ pelieHmamm
ANA ynpasneHus
KOPMNOpaTUBHbIMU

MOBUNbHBIMK YCTPOMCTBaMMU

3awmTta
nepumeTpa

dunbTpauma ceTeBoro
TpaduKa

3awmTa UHTEpPHeT-
LU/H030B

3aLwMTa NoYTOBbIX
cepBepoB

ABTOMaTUUYeCKOe 06HapyKeHMe U3BECTHbIX TAaKTUK, TeXHUK u npoueayp (TPP)

Mocne ataku

o—

PaccnepoBaHue u
pearMpoBaHue

AHaniM3 NepBONPUYNH U
pearMpoBaHue

UHTerpauymac
pacwmpeHHbimn EDR-
BO3MOHOCTAMM




YHunBepcanbHOro peLlueHnus He cyLiecTByeT

JluHenka peweHuii Kaspersky Security pns 6usHeca cogep>XuT HECKONbKO YPOBHEN C HapacTaloLWwMm
$dyHkumoHanom. [ina nepexoaa Ha HOBbIV YpOBeHb He TpebyeTcs nepeycTaHoBka 3awmTHoro M0,
a ong ynpaBneHnsa Nncnonb3yeTca OgHa U Ta XKe KOHCOb.

| CranpapTHbIli

Endpoint Security pns 6usHeca

PacwupeHHbI
Endpoint Security pns 6usHeca

3awmTa n KOHTPOJb KaXkaoro pabouero
mecTa

YHukanbHas agantTusHasi
cuctema 6esonacHocTM

BiniouaeT Bce BoamodxxkHocTu Kaspersky
Endpoint Security pna 6usHeca
CraHpapTHblii

Total

Security pna 6usHeca

MakcmanbHas 3alumTa KaXxaoro
acnexTaBawero 6usHeca

BiniouaeT Bce BoamoxxHocTu Kaspersky
Endpoint Security gns 6usHeca PacLumpeHHbiii



CpaBHeHne BO3MOXXHOCTEN

_ CraHpapTHbBIN
Endpoint Security pna 6usHeca

PacwumpeHHbIn
Endpoint Security pna 6usHeca

Iﬁ KoHTponb nporpaMm a9 KOMMAbOTEPOB
EI KoHTpone Be6 n ycTpolicTe
;8‘ BawuTta oT yrpos anga MmobunbHbIx
YCTpOWCTB
BawuTa oT nporpamMmm-BeIMOraTeneii
C’Ei‘ AHannTuka Ha ocHoBe o6naka
E EanHag KoHCOnb ynpasneHns
u_lD Bawwura gna Windows, Linux u Mac

BawuTta cepeepos

©
‘::g Basoeas nopgaepxka SIEM (Syslog)

YnpaeneHue poCcTynoMmHa oCHoBe poneii

‘H. (6asoBoe)

PaseepTtbiBaHue OC
u cTopoHHero MO

MNouck yaseumocTen
M yCTaHOBKa naTyen

PacwmpeHHas noapep kka
SIEM (nponpuneTtapHas
TexHonorusa)

Ynpaenexne
windposaHem

ApanTUBHBIN KOHTPOSb
aHomanuin

N I

Ha OCHOBe ponen
(pacwmpeHHoe)

T L + YnpaeneHne pOCTyrnom

Total

Security pna 6usHeca

flt

3awunTa viHTepHeT-

w308

SawumTa noUTOBbIX

cepeepos

Ynpaenexnue
AOCTYNOM Ha OCHOBE
ponen

(pacwmpeHHoe)



CpaBHeHne ueHHoCcTn

Bbiropa

3alwmTa NoUYTOBbIX M UHTEPHET-LLIIO30B

3alwuTa NoYTOBbIX CEPBEPOB

ApanTVBHbLIA KOHTPONb aHOMAanNuin

YnpaeneHue ycTaHOBKOW NCNpaBneHnii

ABTOMaTUUecKkasa ycTaHoBka cTopoHHero MO n paseepToiBaHne OC
KoHTponb npuno>xeHnin pns cepeepos

LLindpoeaHue + ynpaeneHue wndposaHem

VlHTerpaLl,I/Iﬂ C cucremamm ynpaBneva AJaHHbIMU N COGbITI/ISlMI/I
6esonacHocTN

YnpaeneHne AOCTyNOM Ha OCHOBE ponen

KoHTtponb nporpamm ang MK

LieHTpanusoBaHHOe ynpaeneHne 6€30NacHOCTBIO M aHaNMU3 YS3BUMOCTEN

3awmTa oT yrpos and MoBunbHbIX YCTPOWCTE 1 nHTerpauus ¢ EMM

Mepepoeas aHanuTUKa AN BbICTPOro pearupoBaHUs Ha HOBbIE YTPO3bl

BawuTa oT knbepyrpos, B TOM unucne BCTpoeHHbii EDR-areHT
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PacwmpeH

LeHa



[MpenmywecTBa peLieHns

OdPekTrBHAg 3awmMTa BaWEro
B6unsHeca
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YHuKanbHbIA pacuMpeHHbIn
KOMMNEKC TEXHONOrni

EpnHbIN npoayKT ANng
npeaoTBpaLLEHNS Yrpo3 1
npo3pavHoe LueHoobpa3oBaHne

Proven.
Transparent.
Independent.

MpospauHoCcTb N
cooTBeTCcTBUE TPpeOOBaHNSAM

Cny>x6a TexHn4ecKkoi
nopAep KU, KoTopas
BbICOKO LLEHUTCS NO BCEMY

MMpy

¢
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ApanTueHag 3awmTa gns niobbix
KoOMNaHun



Harpapa Gartner Peer Insights Customers’ Choice

«JlabopaTopus Kacnepckoro» Tpuropa
nopapsp nony4vana Harpapny Gartner Peer
Insights Customers’ Choice

Kaspersky
Endpoint Security
for Business

4’6 ' 1729 oueHok

L Earl:rler
peeriiziablz
customers’
choloo

20919

«JTabopaTopua Kacnepckoro», BeayLumin NOCTaBLLMK PELUeHWIA A9 3aWwunTbl paboyumnx MecT, B
2019 r. nonyunna Harpagy Gartner Peer Insights Customers’ Choice B kaTeropun
«Mnatdopmbl gna sawmTel pabounx mecT». CpegHas oueHKa Nonb3oBaTeneii CocTaBuna

4,6 n3 5 (1729 oueHOK) — 3TO BbICOYALUNIA PEATUHI Cpean BCEX NOCTABLLNKOB 3aLLUTHbIX
peweHwnii (Bcero 6onee 600 oT3biBOB). «JlabopaTopus Kacnepckoro» Tpu roga noapsa
nosyyasna BbICOKWME OLEHKM NoJib30BaTeneli n 6bina yaocToeHa nnaTtnHosoli Harpagbi B 2017 r.
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MpumeyaHne Gartner
Peiitunr Gartner Peer Insights Customers’ Choice cocTaBnaeTcs Ha 0CHoBe Cy©&beKTUBHLIX MHEHU OTAEMLHBIX KOHEYHbIX NONb30BaTeNel, 8 TaKXKe OT3bIBOB, PEliTUHIOB U RAHHbIX,

CO5P3HHHX B COOTBETCTBUY C YTBEPXKASHHO MeToRonorneli. PeliTusr He OTpaXKaeT No3nunio u He CORePIKNUT peKomMeraauny Gartner unu ee 3¢¢MI'MPOBEHHHX KOoMMaHuii.


https://www.gartner.com/en/newsroom/press-releases/2017-10-13-winners-announced-for-the-gartner-peer-insights-customer-choice-awards-for-endpoint-protection-platforms

OcTtanuncb Bonpochbi?

«JlabopaTtopus Kacnepckoro»
Poccung, Mocksa, 125212,
JleHnHrpapckoe wocce, a. 39A, cTp. 3
Ten.: +7 (495) 797-8700
www.kaspersky.ru

lkaspersky



